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Key tenets that guide AWS network engineering

• Relentlessly customer focused

• Own our own destiny: development, engineering and operations

• Single threaded ownership of network development, engineering and operations

• Designed to isolate and survive failures

• Full automation, comprehensive monitoring and auto-remediation

• Continuous improvement - Correction of Errors process with relentless follow up

• Data driven - Measure the network and the systems that manage the network
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AWS Region

Availability Zone #1 Availability Zone #2 Availability Zone #3

Datacenter Datacenter

Datacenter Datacenter Datacenter Datacenter Datacenter Datacenter

Datacenter DatacenterDatacenter Datacenter

Transit Center #1 Transit Center #2

Diverse paths within AZs build a highly resilient network 
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Cellular data center architecture enables scalability
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• Strong isolation from failures

• Minimize blast radius

• Redundancy at each layer

• Easily scalable at every layer

• Clos vs monolith

• End-to-end control
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Single chip router reduces blast radius

Large-chassis routers

• More ports, large failure domain

• Flexibility of port types with line cards

• Fewer devices to manage

• Multiple-stage forwarding architecture

• Dual monolith: redundancy within boxes

Single chip routers

• Fewer ports, contained failure domain

• Fixed-ports

• Many devices to manage

• Simpler forwarding architecture

• 3-tier Clos: redundancy between boxes
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Our Basic building block of capacity  
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Automated Network Operations

5 stages of auto-remediation

1. Detect and isolate impact

2. Identify root cause

3. Mitigate impact

4. Remediate the underlying 

problem

5. Return to service
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Automated Network Operations

Foundations

A. Network architecture that supports 

automated operations

B. Accurate signal of impact which 

indicates cause

C. Small number of auto-mitigation 

actions

D. Systems to safely apply those 

actions

5 stages of auto-remediation

1. Detect and isolate impact

2. Identify root cause

3. Mitigate impact

4. Remediate the underlying 

problem

5. Return to service
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Accurate signal of impact which indicates cause

Discard metrics are inconsistently implemented

• Not reporting some kinds of discards (appears like a grey failure)

• Discards counted in more than one metric/reason

No clearly defined semantics for packet loss reporting

What we did was define the classification scheme ourselves (and worked with 

vendors to conform to it)

• https://datatracker.ietf.org/doc/draft-evans-discardclass/

• Mapped underlying hardware drop counters (from 64 to 256 depending on 

vendor/platform) to these

https://datatracker.ietf.org/doc/draft-evans-discardclass/
https://datatracker.ietf.org/doc/draft-evans-discardclass/
https://datatracker.ietf.org/doc/draft-evans-discardclass/
https://datatracker.ietf.org/doc/draft-evans-discardclass/
https://datatracker.ietf.org/doc/draft-evans-discardclass/
https://datatracker.ietf.org/doc/draft-evans-discardclass/
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Working backwards from auto-mitigation

There are only a relatively small number of auto-mitigation actions 

• Take a device / link / set of devices or links out of service

• Put a device / link / set of devices back into service

• Roll back a change

• Move traffic

• Escalate to Network Operators

Precise signal of impact is important – taking the wrong action can be 

worse than taking no action

• Taking a congested device out of service can make congestion worse
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Deployment systems

Mainline

Change Validation

Systems

Mainline

+1

Deployment 

systems
Risk

Management
Monitoring Observed state

Intended state

Applied state

• Programmatic configuration

• Automated validation of intended state

• Automated verification of applied state and roll-back
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Validate Correctness of Intent

https://batfish.org/

https://batfish.readthedocs.io/

https://batfish.org/
https://batfish.readthedocs.io/
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Validate Correctness of Intent

• Batfish: great at finding routing policy or ACL errors

• … but does not test the actual implementation

• NetLab/GNS3/EVE-NG/containerlab/Mininet enable running VM/container 

versions of things

• Many vendor devices available on this

• We have our own internal thing that does this at scale
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Network Deployments: Always automated

Pervasive active 

monitoring

Passive monitoring 

➔ Streaming 

Telemetry

Event data

Anomaly 

detection

Correlation and 

root cause analysis

Auto-mitigation/

remediation

Correction of errors

>1.8Bn metrics/min

>96% of events 

auto-remediated

Manual 

Remediation

Risk Management
Triangulation + 

Impact detection
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Network Deployments
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Troubleshooting something

• No matter the question, the answer is always shift it

• No matter the change, the answer is always roll it back

• If any metric goes out of expected during a change, we roll it back

• This can be for things inside our network. Or even outside it
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Amazon CloudWatch Internet Monitor 
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https://engineering.fb.com/2021/10/04/networking-traffic/outage/

https://www.smh.com.au/technology/optus-reveals-cause-of-mass-outage-20231113-p5ejnk.html

https://en.wikipedia.org/wiki/2022_Rogers_Communications_outage
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NLNOG 2023 - Ben Cartwright Cox BGP Error “Handling”

https://www.youtube.com/watch?v=6wMXEiFiueM
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CLUSTER_LIST attribute
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Doing this (and more)
 at scale
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> show me the route changes for Cloudflare peering in IAD between 2025-08-23 17:00 UTC and 22:30 

UTC. I want to see a table showing the timeline of the prefix, what happened (announce, update, 

withdraw), the time duration since the last change for that prefix and why the prefix moved
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AWS Peering: Essential Connection Guidelines

A peer should always start by going through our PeeringDB and Policy page.

• https://www.peeringdb.com/net/1418

• https://peering.aws

IX Interconnection requests

• existing peers: self-service via https://interconnect.amazon

• Requesting peering for the first time? Reach out to peering-apac@amazon.com

• Peers must always have a completed and updated PeeringDB entries like:

NOC contacts, Maximum Prefix Limit, POP/locations

PNI or embedded Cloudfront cache requests: reach out to peering-apac@amazon.com

Operational contacts

• For issues related to peering (IX and PNI, portals) peer should contact peering-to@amazon.com

• For Embedded cache issue, use our Cache portal to raise the incident in https://interconnect.amazon/epop

• Or talk to one of us, here, B4P, we’re a friendly bunch. ☺ 

https://www.peeringdb.com/net/1418
https://www.peeringdb.com/net/1418
https://peering.aws/
https://peering.aws/
https://interconnect.amazon/
mailto:peering-apac@amazon.com
mailto:peering-apac@amazon.com
mailto:peering-apac@amazon.com
mailto:peering-apac@amazon.com
mailto:peering-apac@amazon.com
mailto:peering-apac@amazon.com
mailto:peering-to@amazon.com
mailto:peering-to@amazon.com
mailto:peering-to@amazon.com
https://interconnect.amazon/epop
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