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Network Automation

> 2006 – 2014 | Hand-built Configurations

Initially, the REANNZ network was entirely built by 
hand. Network service templates were not generally 
well-defined or standardised, introducing risk with 
every change. 



Network Automation
> 2014 – 2019 | One-off Scripts

Some changes were gradually recognised to merit the development of scripting to assist in their completion.

• VPLS Meshing 
• MPLS Core LSP/iBGP Meshing

• Member RPF and Routing Policy

• Standard Firewall Policy

Each one-off script would have to re-invent parsing of the network configurations with which it would interact. This 
had the unhappy side effect that a single line of unexpected configuration on the network could cause any number of 
scripts to explode. 

In a similar way each script had to re-invent interacting with various database APIs that manage the allocation of 
network resources.



Introducing Bender

The REANNZ Network Automation Monorepo



Network Automation
> 2019 - Present | Bender

The Bender network automation framework began as a mechanism for unifying network configuration parsing in a 
single reusable model. 

Parsing of entire network configuration contributed greatly towards finding improper, unnecessary, or stale config on 
the network, further standardising network services and configuration templates.

It was further expanded to include the ability to make changes to a network device’s configuration via various CLI tools 
and generate standard configuration via a generator library.





Hardware Refresh



Hardware Refresh





Deployment

• Configurations ~97% generated, reviewed by 2 engineers.

• 1 x engineer on-site, 1 x engineer leading the change remotely.

• 3-hour change window (typically 9pm – 11:59pm).

• Migrate 8 – 12 member handovers per night.



Problem
The main difficulty faced in such a project is ascertaining if a network service is functioning post-migration, and if 
not, was it functioning before the migration.

Monitoring cannot be relied upon for this:

 > As currently implemented by REANNZ, monitoring cannot distinguish an existing service that is 
    migrated onto new interface vs. a new service altogether.

  > Monitoring lacks context – some things may evidence a fault when migrating services but also
     occur during normal operation.

Even basic handovers have enough complexity that it is difficult and time consuming to check all state and notice 
anything that’s wrong.



State Check Tooling
The REANNZ network state check tooling attempts to automate gathering all state related to an 
interface pre- and post-migration, and present any changes back to the engineer to triage and 
action if necessary. This means the engineer’s focus will be drawn specifically to services that are 
most likely to be broken.

Interface
 Link state (Up/Down)

MTU
Throughput?

 Optical Information
  RX optical level

VLAN
 MTU
 VLAN push/pop operation
 EVPN multi-homed status 
  (Forwarding/Blocking)
 Throughput?
BFD
 Session State (Up/Down/None)

BGP Handover
Neighbours

State (Up/Down)
Number of Routes Received
Number of Routes Accepted

 Number of Routes Advertised

OSPF Handover
Neighbours
 State (Full/ExStart/etc.)

What evidence are you looking for?



A Simple Test

A REANNZ perfSONAR 
node requires only an 
internet uplink for its 
network connectivity. 



What is Moving?



What Information 
Do We Need?



What Information 
Do We Need?



Is this Service Working?



A Challenging Test

This is an anonymized 
recreation of a 
REANNZ member 
network’s logical 
routing topology.



A Challenging Test

Total 1525 lines!!!

50000 lines!!!



A Challenging Test



Is It Necessary?



Tooling on Trial
Incidents:

1.) ‘Independent-domain’ BGP attribute omitted from private WAN VRF causing BGP loop 

detection to suppress active routes.

 > Verdict: This occurred during the first migration completed by REANNZ as a part of this 

  project and was completed prior to the tooling being deployed. Tooling innocent.

2.) MTU omitted with the creation of REANNZ backhaul circuit causing localised isolation to a 

remote region. 

 > Verdict: Tooling was available with this configuration correctly implemented in generator 

 but was not used. Tooling innocent.

3.) BGP configuration omitted for long-lined internet service downstream of device.

  > Verdict: No tooling, terrible engineer.

Ultimately if we are to commit resources into any project it must be able to 

demonstrate a positive outcome for the users of the service. 

In this instance that is measurable by the unplanned network disruption caused or 

averted, so let’s start the inquiry:



Any limitations still?
• Difficulty Enforcing Standard Architectures

> The tooling only knows what it knows. Missing or additional configurations appearing on the 

network can fly under the radar if it is not anticipated.

 

• Network as the Source of Truth

> Service-enriching metadata needs encoding in network configurations, which does not scale well.

> Resource management difficult and unreliable when there is no enforced synchronization with 

inventory databases.

• Network-centric, not Service-centric

> Doesn’t offer a good story for REANNZ members –engineers convert user requirements to network 

configurations but the service context they have is mostly lost when the configurations are 

deployed.



Where to Next?

An automation platform is being developed inside REANNZ fed from a database of intent. 

An orchestration layer will be present to manage the lifecycle of a service from deployment through 

retirement, enforcing configuration templates as it passes service information to a device configuration 

layer.

Custom configuration will continue to be allowed, but it will be managed within the orchestrator for 

visibility.



Thank you
craig.henderson@reannz.co.nz

mailto:john.bancroft@reannz.co.nz
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