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1 Proof-of-Concept validation against a specification ! Unit Testing

1 An end-goal is met after a given iteration ! Unit Testing
1 Implementation Validation

1 One network does the same thing as the other I Systems Testing

1 One technology does the same as the other ! Blackbox Testing
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1 Certain interfaces up with protocols enabled
1 Certain learned protocol states or neighbours

1 Certain traffic levels
1 As Network Engineers we often “feel” this — why not codify it?

1 Why not capture network state and check it against a different reality! I - Unit Testing
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1 Transport mechanism, technology or device might change

1 Customer service is expected to stay consistent
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Open Source Software that enables unit testing using
Python's excellent pyTest framework.

Enables network-focused use-cases by stitching Nornir with a
programmatic test framework.

Comes with pre-packaged NAPALM-integrated testing
examples.

Well documented examples with easy customisation.

Ability to drop to native Python for advanced cases.

51 (P\R$*52;64/,\%+*0/ ARV W+ (*$I08 (*+,
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: TestNapalmBgpNeighbors

: dcfabric-sydl-pdl-11

: 4210000101
: 10.0.0.24
: 4210000011
: 10.0.0.24

: dcfabric-sydl-pdl-11

: 4210000101
: 10.0.0.36
: 4210000012
: 10.0.0.36
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Superspine sydl-ss1 sydl-ss2
AS4210000001 AS4210000002
>
Pod 1

sydl-pdl-spl
AS4210000011

syd1-pdi-I11
AS4210000101

sydl1-pd1l-sp2
AS4210000012

syd1-pd1-I12
AS4210000102

Superspine
AS4210000001 AS4210000002
Pod 1
sydl-pdl-spl syd1-pd1-sp2
AS4210000011 AS4210000012
syd1-pdl-I1 syd1-pd1-I2
AS4210000101 AS4210000102
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(venv) root@containerlab:/home/tim/ausnog-2024# clab inspect
INFO[@0@@@] Parsing & checking topology file: dcfabric.clab.yaml
+

dcfabric—-graphite
dcfabric-sydl-client-11
dcfabric-sydl-client-12
dcfabric-sydl-pdi-11
dcfabric-sydl-pd1-12
dcfabric-sydl-pdl-spl
dcfabric-sydl-pdl-sp2
dcfabric-sydl-ssil
dcfabric-sydl-ss2

le8cc9abdaa7 | netreplica/graphite:latest i running
93ac8297d594 | ghcr.io/hellt/network-multitool i running
e2fdf5f68a6@ | ghcr.io/hellt/network-multitool i running
€70807910d34 | ghcr.io/nokia/srlinux:latest running
074e64af64ea | ghcr.io/nokia/srlinux:latest running
8a0e8511bc98 ghcr.io/nokia/srlinux: latest running
alal266dddf6 | ghcr.io/nokia/srlinux:latest running
ad7bd1de@614 | ghcr.io/nokia/srlinux:latest running
cfdb1fd28f71 .io/nokia/srlinux: running

I
+
I
|
|
|
|
|
|
I
I
+
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: TestNapalmBgpNeighbors

: TestNapalmLldpNeighbors ta:
: dcfabric-sydl-pdl-11

: dcfabric-sydl-pdl-11
: ethernet-1/27
sydl-pdl-sp2
ethernet-1/1

: dcfabric-sydl-pdl-11
port: ethernet-1/28
sydl-pdl-spl
ethernet-1/1

: 4210000101
id: 10.0.0.24
: 4210000011
: 10.0.0.24
: dcfabric-sydl-pdl-11

: 4210000101
id: 10.0.0.36

: 4210000012
id: 10.0.0.36
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(venv) root@containerlab:/home/tim/ausnog-2024/nuts# pytest -v ./tests/test_basic_1lldp_neighbours.yaml
Test session starts (platform: linux, Python 3.10.12, pytest 7.4.4, pytest-sugar 1.0.0)

cachedir: .pytest_cache

rootdir: /home/tim/ausnog-2024/nuts
configfile: pytest.ini

plugins: nuts-3.4.0, anyio-4.4.0, sugar-1.0.0
collected 4 items

Results (1.78s):

(venv) root@containerlab:/home/tim/ausnog-2024/nuts# [

26 © 2024 Nokia

:TestNapalmLldpNeighbors.test_remote_host[dcfabric-sydl-pdi1-11_0]
:TestNapalmLldpNeighbors.test_remote_host[dcfabric-sydl-pd1-11_1]

estNapalmLldpNeighbors.test_remote_port[dcfabric-sydl-pdil-11_0]
:TestNapalmL1dpNeighbors.test_remote_port[dcfabric-sydl-pd1-11_1]
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Superspine sydl-ss1 sydl-ss2
AS4210000001 AS4210000002
>
Pod 1

sydl-pdl-spl
AS4210000011

syd1-pdi-I11
AS4210000101

sydl1-pd1l-sp2
AS4210000012

syd1-pd1-I12
AS4210000102

Superspine
AS4210000001 AS4210000002
Pod 1
sydl-pdl-spl syd1-pd1-sp2
AS4210000011 AS4210000012
syd1-pdl-I1 syd1-pd1-I2
AS4210000101 AS4210000102
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# if "_name__" == "__main__":
hosts = ["dcfabric-sydl-pd1-11", "dcfabric-sydl-pd1-12", "dcfabric-sydl-pdil-spl",

"dcfabric-sydl-pdl-sp2", "dcfabric-sydl-ssl1", "dcfabric-sydl-ss2"]

driver = get_network_driver('srl')

tests =

for host in hosts:

device = driver(host, 'admin', 'NokiaSrl1!', 10, {"jsonrpc_port": 8@, "insecure": True})
device.open()

bgp_neighbors = device.get_bgp_neighbors()

network_interfaces = ["ethernet-1/1", "ethernet-1/2", "ethernet-1/27", "ethernet-1/28"]
interfaces = {k: v for k, v in device.get_interfaces().items() if k in network_interfaces}
1ldp_neighbors = device.get_1lldp_neighbors()

device.close()

tests.append(build_nuts_bgp_neighbours_tests(bgp_neighbors, device))
tests.append(build_nuts_interface_tests(interfaces, device))
tests.append(build_nuts_1ldp_neighbors_tests(1ldp_neighbors, device))

print(yaml.dump(tests))

28
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l test_class: TestNapalmBgpNeighbors
test_data:
- host: dcfabric-sydl-pdil-11

- test_class: TestNapalmInterfaces
test_data:
- host: dcfabric-sydl-pdi-11

is_enabled: true
is_up: true

local_as: 4210000101
local_id: 172.20.1.101
peer: 10.0.0.24
remote_as: 4210000011
remote_id: 10.0.0.24
host: dcfabric-sydl-pdil-11
is_enabled: true
is_up: true

local_as: 4210000101
local_id: 172.20.1.101
peer: 10.0.0.36
remote_as: 4210000012
remote_id: 10.0.0.36
host: dcfabric-sydl-pdil-11
is_enabled: true
is_up: true

local_as: 4200000000
local_id: 172.20.1.101
peer: 172.20.0.11
remote_as: 4200000000
remote_id: 172.20.0.11

is_enabled: true

is_up: true

mtu: 9232

name: ethernet-1/1

speed: 100000000.0

host: dcfabric-sydl-pdil-11
is_enabled: false

is_up: false

mtu: null

name: ethernet-1/2

speed: 100000000.0

host: dcfabric-sydl-pdil-11
is_enabled: true

is_up: true

mtu: 9232

name: ethernet-1/27

speed: 100000000.0

host: dcfabric-sydl-pdi-11
is_enabled: true

is_up: true

mtu: 9232

name: ethernet-1/28

speed: 100000000.0

host: dcfabric-sydl-pdl-11
is_enabled: true
is_up: true

- test_class: TestNapalmLldpNeighbors
test_data:
- host: dcfabric-sydl-pdi-11

"./test_generated_prestate_fabric.yaml" 461L, 11191B

29

local_as: 4200000000

local_id: 172.20.1.101

peer: 172.20.0.12

remote_as: 4200000000

remote_id: 172.20.0.12
test_class: TestNapalmInterfaces
test_data:

© 2024 Nokia

local_port: ethernet-1/27
remote_host: sydl-pdl-sp2
remote_port: ethernet-1/1
host: dcfabric-sydl-pdil-11
local_port: ethernet-1/28
remote_host: sydl-pdl-spl
remote_port: ethernet-1/1
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(venv) root@containerlab:/home/tim/ausnog-2024/nuts# pytest ./tests/test_generated_prestate_fabric.yaml
Test session starts (platform: linux, Python 3.10.12, pytest 7.4.4, pytest-sugar 1.0.0)

rootdir: /home/tim/ausnog-2024/nuts

configfile: pytest.ini

plugins: nuts-3.4.0, anyio-4.4.0, sugar-1.0.0

collected 308 items

Results (12.46s):

(venv) root@containerlab:/home/tim/ausnog-2024/nuts# [
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—{ + running }—[ ]— ‘ I ED7N$%*+&:"*+3",+45"%$(,'9/:""118)$%&'4/%9$&2:"*$/%'’
A:sy:;;gg;—zpl# info system maintenance 3+($&%+3|9/:l’ll$%*+%ll%4+

main;igizcgﬂj{\IN_sep_UNDERLAY{ L HS%& $() +,-./*+,-$'+012134

maintenance-profile DRAIN BGP

maintenance-mode { I H/8$4$+('":+I4/, 18+*+8)|4/%9$&2:";8+

admin-state disable

: | L28*818+L"$96*+%6"%64+'G:/21 (" + 1/(($:8+

members {
bgp { 1 1 1 1 ] 1 1 111 1 1 11]
network-instance default { I "'D%+ 4/%9$& $*+, 1+:'&:/21*/'+% ,8+ /: 3$( ,8+6
peer—group [
UNDERLAY
]
}
}
}

profile DRAIN_BGP {
bgp {
import-policy REJECT_ALL
export-policy REJECT_ALL
}
¥
}
}
—{ + running }—[ ]—
A:sydl-pdl-spl# []
Current mode: + running
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—{ + running }—[ 11—
A:sydl-pdl-spl# show network-instance default protocols bgp neighbor

BGP neighbor summary for network-instance "default"
Flags: S static, D dynamic, L discovered by LLDP, B BFD enabled, - disabled, *

4210000 | established 28d:2h:48m: [1/1/3]

001 9s unicast

4210000 | established 28d:2h:22m: ipv4- [1/1/3]

002 S unicast

4210000 | established 10d:1h:12m: ipv4- [1/1/3]

101 @s unicast

4210000 | established 28d:20h:1m: ipv4- [1/1/3]
unicast

default
default 10.0.0.16 UNDERLAY
default 10.0.0.25 UNDERLAY

default 10.0.0.27 UNDERLAY

+
I
I

+
I
I
I
I
I
I
I
I

+

————— e —— 4

Summary:
4 configured neighbors, 4 configured sessions are established,® disabled peers
@ dynamic peers
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—{ + running }—[ 11—
A:svdl-pdl-spl# enter candidate
—{ + candidate shared default }—[ ]—
A:sydl-pdl-spl# set system maintenance group DRAIN_BGP_UNDERLAY maintenance-mode admin-state enable
—{ +* candidate shared default }—[ ]—
A:sydl-pdl-spl# diff
system {
maintenance {
group DRAIN_BGP_UNDERLAY {
maintenance-mode {
admin-state disable
admin-state enable

—{ +* candidate shared default }—[ ]—

A:sydl-pdl-spl# commit now

All changes have been committed. Leaving candidate mode.

—{ + running }—[ 11—

A:sydl-pdl-spl# show network-instance default protocols bgp neighbor

BGP neighbor summary for network-instance "default"
Flags: S static, D dynamic, L discovered by LLDP, B BFD enabled, - disabled, * slow

| default UNDERLAY 4210000 | established 28d:
| 001 3s
| default 10.0.0.16 UNDERLAY 4210000 | established 28d
| 002 S

| default 10.0.0.25 UNDERLAY 4210000 | established 1ed
| 101 4s
| default 10.0.0.27 UNDERLAY 4210000 | established 28d

33 © 2024 Nokia

Uptime | AFI/SAFI

h:49m: ipv4-
unicast

:2h:23m: ipv4-
unicast

:1h:13m: ipv4-
unicast

:20h:2m: ipv4-
unicast

[Rx/Active/Tx]

[4/0/0]
[4/0/0]
[4/0/0]

[4/0/0]
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-——{ + running }-—-[ ]-—
A:sydl-pdl-spl# info from state network-instance default protocols bgp neighbor * import-policy
network-instance default {
protocols {
bgp {
neighbor 10.0.0.8 {
import-policyj REJECT_ALL
}
neighbor 10.0.0.1p {
import-policy) REJECT_ALL
}
neighbor 10.0.0.2p {
import-policyj REJECT_ALL
}
neighbor 10.0.0.2§ {
import-policyj REJECT_ALL

-—{ + running }—[ ]-—
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(venv) root@containerlab:/home/tim/ausnog-2024/nuts# pytest ./tests/test_generated_prestate_fabric.yaml
Test session starts (platform: linux, Python 3.10.12, pytest 7.4.4, pytest-sugar 1.0.0)

rootdir: /home/tim/ausnog-2024/nuts

configfile: pytest.ini

plugins: nuts-3.4.0, anyio-4.4.0, sugar-1.0.0

collected 308 items

rests/test_generated_prestate_fabric.yaml

Results (12.65s):

(venv) root@containerlab:/home/tim/ausnog-2024/nuts# ||
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import pytest
from utils.device_utils import *

devices = [
"dcfabric-sydl-pdi-11",
"dcfabric-sydl-pdil-12",
"dcfabric-sydl-pdl-spl”,
"dcfabric-sydl-pdl-sp2",
"dcfabric-sydl-ssl”,
"dcfabric-sydl-ss2",

]

@pytest.mark.parametrize('device', devices)
def test_maintenance_group_not_active(device):
maint_groups = get_maintenance_groups(device)
active_groups = @
for group in maint_groups:
if group.get("maintenance-mode").get("admin-state") == "enable":
active_groups += 1

| assert active_groups ==

36 © 2024 Nokia hO( IA
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(venv) root@containerlab:/home/tim/ausnog-2024/nuts# pytest ./tests/test_maintenance_groups.py
Test session starts (platform: linux, Python 3.10.12, pytest 7.4.4, pytest-sugar 1.0.0)
rootdir: /home/tim/ausnog-2024/nuts

configfile: pytest.ini

plugins: nuts-3.4.0, anyio-4.4.0, sugar-1.0.0

collected 6 items

rests/test_maintenance_groups.py

test_maintenance_group_not_active[dcfabric-sydl-pdl-spi]

device = 'dcfabric-sydl-pdl-spl’

@pytest.mark.parametrize('device', devices)
def test_maintenance_group_not_active(device):
maint_groups = get_maintenance_groups(device)
active_groups = 0@
for group in maint_groups:
if group.get("maintenance-mode").get("admin-state") == "enable":
active_groups += 1

> assert active_groups ==
E assert 1 ==

tests/test_maintenance_groups.py:21: AssertionError

ests/test_maintenance_groups.py
short test summarv info

tests/test_maintenance_groups.py: [test_maintenance_group_not_active[dcfabric-sydl-pdl-spl] - assert 1

Results (1.30s):

- tests/test_maintenance_groups.py:13
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import pytest
import itertools
from utils.device_utils import *

devices = ["dcfabric-sydl-pdil-11", "dcfabric-sydl-pdi1-12"]
evpn_mac_types = ["evpn", "learnt"]

@pytest.mark.parametrize('device,mac_type', itertools.product(devices, evpn_mac_types))
def test_evpn_bridge_table_learnt_macs(device, mac_type):
bridge_table = get_bridge_table(device)
mac_count = @
for mac in bridge_table:
if mac.get("type") == mac_type:
mac_count += 1

B assert mac_count > @

(venv) root@containerlab:/home/tim/ausnog-2024/nuts# pytest ./tests/test_evpn_bridge_tables.py
Test session starts (platform: linux, Python 3.10.12, pytest 7.4.4, pytest-sugar 1.0.0)
rootdir: /home/tim/ausnog-2024/nuts

configfile: pytest.ini

plugins: nuts-3.4.0, anyio-4.4.0, sugar-1.0.0

collected 4 items

tests/test_evpn_bridge_tables.py

Results (0.90s):
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(venv) root@containerlab:/home/tim/ausnog-2024/nuts# pytest ./tests/*.py

Test session starts (platform: linux, Python 3.10.12, pytest 7.4.4, pytest-sugar 1.0.0)
rootdir: /home/tim/ausnog-2024/nuts

configfile: pytest.ini

plugins: nuts-3.4.0, anyio-4.4.0, sugar-1.0.0

collected 10 items

tests/test_evpn_bridge_tables.py
tests/test_maintenance_groups.py

Results (2.00s):
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s/test_generated_prestate_fabric.yaml

tests/test_generated_prestate_fabric.
tests/test_generated_prestate_fabric.
tests/test_generated_prestate_fabric.
tests/test_generated_prestate_fabric.
tests/test_generated_prestate_fabric.
tests/test_generated_prestate_fabric.
tests/test_generated_prestate_fabric.
tests/test_generated_prestate_fabric.
tests/test_generated_prestate_fabric.

Results (12.23s):

40
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short test summary info

yaml:
yaml:
yaml:
yaml:
yaml:
yaml:
yaml:
yaml:
yaml:

:TestNapalmBgpNeighbors::test_is_up[dcfabric-sydl-pdl-11_0] - assert False == True
:TestNapalmInterfaces::test_is_up[dcfabric-sydl-pdl-11_3] - assert False == True
:TestNapalmLldpNeighbors: :test_remote_host[dcfabric-sydl-pdl-11_1] - KeyError: 'ethernet-1/28'
:TestNapalmLldpNeighbors: :test_remote_port[dcfabric-sydl-pd1-11_1] - KeyError: 'ethernet-1/28'
:TestNapalmBgpNeighbors::test_is_up[dcfabric-sydl-pdl-spl_2] - assert False == True
:TestNapalmInterfaces::test_is_enabled[dcfabric-sydl-pdl-spl_0] - assert False == True
:TestNapalmInterfaces::test_is_up[dcfabric-sydl-pdl-spl_@] - assert False == True
:TestNapalmLldpNeighbors: :test_remote_host[dcfabric-sydl-pdl-spl_0] - KeyError: 'ethernet-1/1'
:TestNapalmLldpNeighbors: :test_remote_port[dcfabric-sydl-pdl-spl_@0] - KeyError: 'ethernet-1/1'

s/napalm_bgp_neighbors.py:93
s/napalm_interfaces.py:39
ts/napalm_11ldp_neighbors.py:53
s/napalm_11dp_neighbors.py:60
ts/napalm_bgp_neighbors.py:93
s/napalm_interfaces.py:33
s/napalm_interfaces.py:39
/napalm_11dp_neighbors.py:53
ts/napalm_1ldp_neighbors.py:60
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Superspine

AS4210000001

AS4210000002

Pod 1

sydl-pd1l-spl
AS4210000011

syd1-pdi-I1
AS4210000101

syd1-pd1-sp2
AS4210000012

syd1-pd1-12
AS4210000102
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(venv) root@containerlab:/home/tim/ausnog-2024/nuts# pytest ./tests/*.py
Test session starts (platform: linux, Python 3.10.12, pytest 7.4.4, pytest-sugar 1.0.0)
rootdir: /home/tim/ausnog-2024/nuts

configfile: pytest.ini
plugins: nuts-3.4.0, anyio-4.4.0, sugar-1.0.0

collected 10 items

tests/test_evpn_bridge_tables.py
tests/test_maintenance_groups.py

Results (2.00s):
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Superspine

AS4210000001

AS4210000002

Pod 1

sydl-pd1l-spl
AS4210000011

syd1-pdi-I1
AS4210000101

syd1-pd1-sp2
AS4210000012

syd1-pd1-12
AS4210000102
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—{ + candidate shared default }—[ ]—
A:sydl-pdl-spl# set interface ethernet-1/1 admin-state enable
——{ +* candidate shared default }—[ ]—
A:sydl-pdl-spl# diff
interface ethernet-1/1 {
- admin-state disable

- admin-state enable
}
——{ +* candidate shared default }—[ ]—
A:sydl-pdl-spl# commit now
All changes have been committed. Leaving candidate mode.

—{ + running }—[ 11—
A:sydl-pdl-spl# (venv) root@containerlab:/home/tim/ausnog-2024/nuts# pytest

Current mode: + running Test session starts (platform: linux, Python 3.10.12, pytest 7.4.4, pytest-sugar 1.0.0)
rootdir: /home/tim/ausnog-2024/nuts
configfile: pytest.ini
plugins: nuts-3.4.0, anyio-4.4.0, sugar-1.0.0
collected 322 items

tests/test_basic_lldp_neighbours.yaml
tests/test_evpn_bridge_tables.py
tests/test_generated_prestate_fabric.yaml

Results (13.98s):

(venv) root@containerlab:/home/tim/ausnog-2024/nuts#
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