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Legal Disclaimer

I

e This presentation is confidential and proprietary information of Ekinops and is intended
to outline Ekinops general virtualisation direction.

I

e Anyinformation contained in this presentation regarding third parties has been
obtained from publicly available sources.
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The Landscape

Flexible Networks

Network-as-a-Service (Naas)
Service chaining

Verticals
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Cloud Systems

Public Cloud Computing

amazon -
webservices™ Google CIOUd

Data Centers & Corporate Clouds

-- Microsoft
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What is an uCPE?

It is device at the customer premises (CPE) but not a Blackbox

Is should be:

- hardware-agnostic ip{%&é

- application-agnostic

Application : )
Pool App App ces App n
uCPE : :
: Analitycs & Linux
Hypervisor Monitoring KVM & GUI DPDK Management Containers
Whitebox Network Processor Memo S -_.
HW Interaces (x86) Y 9
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uCPE Middleware (Hypervisor)

Apps (VNFs)

Optional Value-Added-
Services (SD-WAN,
Security)

Embedded
Services &

@ one086 < Management & HOSSS Optional Embedded
LIM Control Plane Router dataplane
(NETCONF, TR69 qemu
CLI, SNMP, ...) .
Open Virtual Switch (OVS)

White Box Network Processor

(HW) Interaces (x86) Memory Sforage

B LIM specific components

Bl Baoseline OneOS components
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What is an App?

Format Source
1 or more container(s)* own App
A Virtual Machine** App from 3@ party
App Vendor

*Docker, Docker Swarm or Kubernetes
**Running inside a container
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Why is the Edge the solution?

Potential privacy instrusion
High cloud costs Exposed fo jitter

High latency At scale... This will fail !!

Big data
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loT @ Edge No privacy instrusion

Low network costs Work semi-autonomously

Low latency At scale... Thisrock !!

Small data
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Common Edge computing drives

UNDERSTANDING THE PRESENT

« Situational Awareness
« Real-time event detection
« Trigger local actions

Forensic analysis
Similar to an airplane Blackbox after crash
Understand failures, malfunctions, accidents, etc.

© PREDICTING THE FUTURE

 Predictive maintenance
« Change in standard behaviour
- Detect probability for failures, malfunctions, accidents, etc.
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Common Edge Insights, Powered by Al

T

DETECT DEFECTS PROTECT PASSENGERS DETECT LOW PRODUCTS
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Needs in Verticals

Retail

SALES MONITORING

Transport

05 TRACKING OF ASSETS

QUALITY CONTROL

PREDICTIVE
MAINTENANCE

OBIECT DETECTION

05 LOGISTIC MONITORING

SHELVES MONITORING

CLIENTS MONITORING

Alerting staff
Arrivals traceability

Alarm on chain-of-cold

Automated inventory
Refill signaling

Fraud detection
Presence analytics

Consolidation PoS

= Automated inventory
Alarm on chain-of-cold

Alarm on chain-of-cold

Refill signaling
Fraud detection
Defect detection

Presence analytics

Consolidation PoS

05

Manvufacturing

05 BEHAVIORS ANALYSYS

CATEGORIZE OBJECTS

CATEGORIZE PEOPLE

« Detecting aggressions and incivilities
» Counting people infout per station and/or platform

Sizing amount of carry-on luggage prior to filtering
Tracking & mapping containers

= Safety around unauthorized areas
= Detecting plane status - e.g., refueling, doors still open

= Detecting objects - e.g., forgotten, foreign, unexpected

= Counting people in/out per station and/or platform
+ Detecting potential aggressions and incivilities

Telecom

UNIFIED COMMUNICATION

VERTICAL APPS

PROBES & ANALYTICS

IDS, IPS, WEB FILTERING

Bring Unified Communication solution to the Enterprise.
- Example : e.g., Ekinops SBC system with MS Teams

Integrate the “Enterprise Edge” router into a Wi-Fi Management
Solution (Access Points...), even residential

Offer the possibility for Enterprises to bring their own
“containers”: Health, Retails, Logistic, Connected cars,
Manufacturing ...

Launch on demand specific SLA monitoring, troubleshooting ...
- Example: ThousandsEyes

Enrich the Enterprise Edge with embedded security features,
enabled on demand. Example: Advens
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Our Architecture Example

Monitoring and control

E Data Lake
! Cloud App =
|
E Other App App Store
e
@@

Edge-to-cloud management
platform & marketplace

-- Control plane

—— Data plane

# BKINOPS

Cloud

gy g g g s g

-

I D

”
-

. -
Air sensor _- -

-
-

— At~ Camera
I |
B . D)
""" E B BN —
EEEEse——— e | Ground loop
o
Software o R
Edge hardware Radar
\\\\\\\\ m— 3
— ~'\§'o'tn'rd~se_r1§_or

Edge

——
-~ —
-

Any hardware

|

|

|

|

|

|

|

|

|

. Hardware agnostic software:
.+ Turns any computer into a

: smart edge device

'+ Hardware agnostic

'+ Connects securely to the

: UCPE hosted VNF for control
:

|

-

SaaS B2B platform

Open Cloud platform:
+ Application centric
-1+ Cloud neutral
'+ Container native
'+ Open, secure & agile
I
I

Nuvicio




The Cloud-to-Thing Continuum

Increasing Distance from Core

Sensor-
Enabled
Sensor-
Embedded

Things
Actuators

CLOUD-TO-EDGE
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EDGE
On-Site Far Near
Internet
] T Frqn’rhoul . Cell Site . Central
Offices (incl. Edge Nodes  Internet Office Internet
LAN 4G, 50 Backhaul DCs Backhaul
<«——+» - Operafional <4—>» ° Aggregation <4—p e
Sites Nodes + Regional /
Country
« Branches & WAN * Near- DCs
Workplaces <¢— p Premise Sites
* Mini DCs
* Edge
Internet Fronthaul (incl. 4G, SGL Containers e Internet Backhaul R

Private

Cloud

Enterprise Core
Data-Centre

Public Cloud

Hyperscaler
Data-Centre

EDGE-TO-CLOUD

Increasing Latency in Communications

11




Anatomy of an Edge App

Public and private Monitoring and control
(cloud) infrastructures

Message Bus

BRabbitVO

Upon detection of a .‘M
significant event, ask W A
the Blackbox app to
. generate and deliver a
Object “Vitual Blackbox” Software
Store (S3)

Decision making
(trigger-Blackbox)

Object detection
(object-detector) [

Virtual Blackbox

the “virtual Blackbox” is
compressed, signed and
encrypted. Then sent to
an object store ($3) and

The user can ask Nuviaio registered with Nuviaio

Blackbox App
to give him a secure link —_—
to download the “virtual (Blackbox)
Blackbox” data directly

from $3 storage

MQTT
(data-g

broker

Video acquisition
ateway)

(mjpeg-streamer) J Sensor

the local MQTT
broker for apps
to process &

A .
All raw data is

preprocessed
and pushed to

analyse
App Store
e Blackbox app stores all Video to MQTT
.J, the data going through (mjngmqtt) <+—
the MQTT broker for the
last N minutes
Edge-to-cloud

Platform & Marketplace

EDGE HARDWARE

Data flow D Object detection Demo with Blackbox trigger App
— Event flow User Apps containers (from Nuvla.io App Store)

—— Blackbox delivery & retrieval flow . NuvlaBox Engine micro-service
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