
Surviving A Crisis
A View from The Trenches

Eric ‘Pinky’ Pinkerton
Director

AUSNOG Conference April 2022



Who Am I?

47.99
Trips around the sun

24
Companies I have worked for 
since 14 (Inc Telco’s and ISP’s)

0º
HND in Media Technology and a 
BSC

1:1.4 KDR
I believe have solved or 
alleviated more issues than I 
have caused or compounded

Hundreds
Of hours on conference bridges 
and in war rooms

15
Years as an AusNOG Subscriber

2nd Talk (2017)

2https://twitter.com/ericpink



Agenda

1. Defining 

2. Refining

3. Timing

4. Revising

5. Finding

6. Inspiring

7. Maligning
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"Try to relax and enjoy the crisis.“
- Ashleigh Brilliant
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“A time of intense difficulty or danger.”

--Oxford English Dictionary
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Getting Good at 
Crisis Management
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Before a 
Crisis
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Preparation

• Assemble your team

• Select your partners

• Develop your plans

• Drill

• Refine your plans

• Rinse & Repeat



During a 
Crisis
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1) NK 😃 – No-one Knows

2) YK 🤐 – You Know

3) TK 😮 – They Know

4) EK 😱 – Everyone Knows



After The 
Crisis
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• Decompression

• The Blame Game

• Postmortem

• Executing on Lessons Learned



Enhanced Cyber Security Obligations 
for systems of national significance

Under the Security Legislation Amendment (Critical 
Infrastructure) Bill 2020, after first consulting with the 
entity, the Minister for Home Affairs may privately 
declare an asset to be a system of national significance.

Entities responsible for assets designated as systems 
of national significance may be subject to Enhanced 
Cyber Security Obligations

These include:-

• Incident response plans (What to do and who to call)

• Cyber security exercises (may be discussion or 
tabletop-based, operational or functional)

• Vulnerability assessments (Paper based, Hands on 
or Automated scanning)

• Access to system information (Real time telemetry, 
periodic reporting, or after an event)
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Crisis Simulation
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• Involve the actual crisis management team

• Be relevant and plausible

• Give people a sporting chance

• Pressure test extant resources

• Be tailored for your organisation

• Use your lessons learned process



Pinky’s Observations
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1. Poor Preparation
• Out of Band Communications
• IR Retainer
• Insurance Cover
• Can’t Find the Plans, or  Plans are 

Online
• Confusion about BCP/DR/CMP

2. Too Many/Too Few People in the Room
3. Absence of Record Keeping
4. Analysis paralysis
5. Kneejerk reactions
6. I can’t hear you, can you hear me?



Pinky’s Recommendations
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• CYA – Scribe,Scribe,Scribe

• Phone all the friends – But know when to hang up

• OODA Loop: What do we Know/Not Know/Assume

• Indecision Kills – Fast is better than perfect

• Consistency is better than perfection

• Look after each other (Mentally and Physically)

• Do not be afraid to use levity

• Aviate, Navigate, Communicate, Administrate



I fought the laws and the laws won

• Finagle’s Law

• Occam’s Razor

• Hanlon’s Razor

• Bookers Law
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#CensusFail



Telco’s World Cup 
Own Goal
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Hardware 
Vendor Vs 

Large 
Foreheads

11/1

Initial 

Announcement

March

Krebs Story

no evidence that customer information 
was accessed, or even targeted

Dec 

Sharp indicted



Project 
Kansas 



“We sell 74 million boxes of Shapes a year, while we 
have seen small declines on some flavours, most 

Aussies are happily buying the new Shapes range. By 
having both new and Original Barbecue flavours

available side-by-side, we have seen sales grow more 
than 24%. We hope there is similar appetite for both new 

and Original Pizza.”
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https://twitter.com/ericpink




