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Key Findings H1 2021 67 / Vectors in 7 Months

« Threat Actors weaponize at least 7 new attack vectors based upon abusable
Open source and commercial UDP services and Applications

« The number of multi-vector attacks has soared, with one attack against a
German organization seeing 31 attack vectors
— resulting in greater risk to organizations
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Key Findings H1 2021 g Adaptive DDoS Attacks

» Adversaries develop new techniques to evade traditional defences

 Threat Actors can now customise their Attacks to evade traditional Cloud Based
and On Premises defences

 Attackers perform significant reconnaissance prior to launching attacks
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Key Findings H1 2021 5 Sotnet Snasho

Bolstered by previous years of attacks, Botnet propagation increases based upon
weaponization of new attack vectors

Botnets are responsible for ~2.8M DDoS Attacks in H1 2021

« 3 Large BotNets emerged in 2021
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Key Findings H1 2021 ._ Connectivity Supply Chain

Under Attack

» The Global Connectivity Supply Chain is constantly under attack, concentrated
attacks against vital infrastructure such as DNS Servers, VPN Concentrators
and services as well as Internet Exchanges

« Attacks against vital infrastructure continue to cause collateral damage that
affects a huge array of entities on both Wired and Wireless networks
beyond the initial target.

« Think of Netflix, Webex & Zoom

LBA Often Targeted Corporate VPN Infrastructure to prevent Users accessing
Corporate services, or prevent Security Staff from responding to attacks
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Connectivity Supply Chain Under Attack

DNS Servers, Internet Exchanges, & VPN Concentrators

ATTACKS AGAINST: ATTACKS AGAINST: ATTACKS AGAINST:

Attack Count: ~4,000 Attack Count: ~41,000 Attack Count: ~1,000
Primary Vectors: DNS, Max Attack Bandwidth: 307 Gbps Primary Vector: TCP SYN
DNS reflection/amplification Max Attack Throughput: 65 Mpps floods (70%)

Data courtesy of Neustar UltraGeoPoint data
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Key Findings H1 2021 '

ISPs Face DDoS Extortion

Threat actors launched the self-dubbed Fancy Lazarus DDoS extortion
campaign primarily against authoritative DNS Servers for ISP’s

Lazarus Bear Armada (LBA) DDoS extortion continued to target victims
across multiple industries
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Key Findings H1 & H2 2021 Triple Threat: A Ransomware

Trifecta

« Ransomware gangs added Triple extortion attacks to their offerings
Combining File Encryption, Data Theft and DDoS attacks

« 3 Major Campaigns throughout 2021:

Lazarus Bear Amada — Targets multiple Verticals
— Mostly R/A different vectors

Fancy Lazarus — Targets ISP Authoritative DNS
— Mostly DNS R/A & DNS “Water Torture”
Threat Actors masquerading as REvil - Attacks against High Profile VOIP
Providers
» Reported loss of revenue of $9-$12M

« Leak Site often used to prove Data Theft D
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What is Triple Extortion?

Ransom + Theft + DDoS

$100,000,000
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https://www.coveware.com/blog/2021/7/23/q2-ransom-payment-amounts-decline-as-ransomware-becomes-a-national-security-priority

Key Findings H2 2021

The Rise of Server-Class
Botnet Armies

s > g

| 7 The Triple Threat

&

DDoS-For-Hire Free-for-All

The Intersection of Encryption,

~\/> DDoS As a Homing Missile State, and DDoS Defense
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Key Findings H2 2021

Adversaries bombard organisations with floods of TCP
and UDP targeted direct path (non spoofed) attacks

TCP Based attacks surpassed some Reflection
Amplification

32% Decrease in DNS Amplification Attacks,
which represented 14% decline from H1 2021

64% Decrease in CLDAP Based Attacks
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Key Findings H2 2021 ,\/5 DDoS As a Homing Missile

« Attackers Zeroed in on a Number of specific industries
— VOIP Providers (93% increase)
— Electronic Computer Manufacturing (162% increase)
— Computer Storage Device Manufacturing (263% increase)
— Software Publishers (606% increase)
— Insurance Agencies/Brokers (257% increase)

— Colleges/Universities/Professional Schools (102% increase)
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Key Findings H22021 (L) Zlipia o

Meris

— Compromised MikroTik Routers used to launch application layer
attacks with high requests-per-second (RPS).

Dvinis

— Secondary botnet using compromised MikroTik routers to similarly
launch very high RPS attacks

&9 GitMirai

— Leveraging a Gitlab vulnerability, Mirai enslaved Git servers to
participate in a very high-powered server-class botnet.
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Key Findings Hz 2021 4’. The Intersection of Encryption,

(" State, and DDoS Defense

« High Volume Application Layer Attacks e —
observed

» Attacks launched via the Meris and
Dvinis Router Based Botnets

* Attacks up to 17M Requests per R
Second (Mrps) Reported T
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Key Findings H2 2021 ¥ DDoS-For-Hire Free-for-Al

Purchase

PICK YOUR OPTIONS

The maximum duration your How many stress tests you can The duration of your
attacks will have: have simultaneously: subscription:

(828) Second(s) (5) Concurrent(s) (2) Month(s)

—O O

APl ACCESS

< Yes

Price: $245.94

« Custom configurations allow adversaries to heavily tailor their attack to a target of their choosing.

test attacks eliminate the barrier to entry

« Combining the total attack count listed in 19 of hundreds of platforms, adversaries claim to have
launched more than 10,000,000 DDoS attacks, with more than
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Global Statistics H1 2021
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MULTIVECTOR ATTACKS

On average, multivector attacks using 20-plus
vectors spiked by 106 percent, including a
record-breaking 31-vector attack on an
organization in Germany.




Global Statistics H2 2021

IN POTENTIAL REVENUE LOSS

From DDoS extortion of
VolP providers




Max Counts in 1H 2021

Frequency, Bandwidth, and Throughput

Max: 1.5 Tbps

169% increase in 1H 2021 compared with 1H 2020

Max: 675 Mpps

16.17% increase in 1H 2021 compared with 1H 2020
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DDoS Global Attack Trends H2 2021

 DNS Amplification (-32%)
« CLDAP Amplification (-64%)

612 Ghps.
14% increase from 2H 2020

Fastest Attack
107% increase from 2H 2020 D




Month over Month Attack Frequency H1

The long tail of COVID-19 continues to influence attacks

Monthly DDoS Attack Frequency 1H 2020 vs. 1H 2021

@ 1H2020 @ 1H 2021

Jan Feb Mar Apr May Jun

NETSCOUT
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Month over Month Attack Frequency H2
Monthly Attacks from 2H 2019 to 2H 2021

@ 2H2019 @ 2H 2020 @ 2H 2021
Oct: 907,000
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Top 10 Attack Vectors by Attack Count

Top 10 DDoS Attack Vectors by Attack Count

Dn

DNS Amplification
Attack Count: 927,366
Percent Change: -14%

Sl &
e & &

Number of Attacks
Figure 5: Top 10 DDoS Attack Vectors by Attack Count (Data: Omnis Threat Horizon)
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Industry Spotlights

Top 10 Vertical Industry Targets 1H 2021 vs. 2H 2021

@ 1H2021 @ 2H 2021

Wired Telecommunications
Carriers

Data Processing, Hosting and
Related Services -

Wireless
Telecommunications Carriers
(except Satellite)

Electronic Shopping and
Mail-Order Houses

Internet Publishing and
Broadcasting and Web
Search Portals

Electronic Computer
Manufacturing

All Other
Telecommunications

Software Publishers —

Telecommunications

Data Processing, Hosting and Related Services: 194,258
Percent Change: -2%

Resellers

All Other Support Services -
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Normalization of Terabit-Class Attacks H1 2021

Despite the large bandwidth, these attacks leverage well-understood DDoS
attack vectors and often result in little to no impact to the target.

Terabit-Class Attacks

ATTACK SIZE LOCATION MONTH TARGET VECTORS USED

1 Tbps g Hong Kong Late May 2021 Mobile ISP DNS, DNS reflection/amplification, SSDP reflection/amplification

N
1.5 Tbps === British Virgin Islands Late May 2021 Enterprise DNS, CLDAP reflection/amplification

1.5 Tbps Germany Mid June 2021 ISP DNS, CLDAP reflection/amplification
1

NETSCOUT Data: Omnis Threat Horizon
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Regional DDoS Attack Statistics




Regional Attack Trends — 1H 2021

NAMER
— 1,262,467 Attacks —

ArAC @ LATAM @ EMEA @ NAMER

— ~630 Gbps Max Bandwidth — ~
LATAM il A_ : Attack Frequency

1,262,467 (+10%)

Max Attack Size

- 555 y 039 AttaCkS - ‘ ) ‘ “ 629.46 Gbps (+47%)

Max Throughput
252.34 Mpps (-36%)

— ~1.3 Tbps Max Bandwidth — -

40 minutes (+8%)
Top 5 Vectors

_ ~675 M ppS Max Th roug h put _ ) \ aDrl;l‘f)l?fr;v:zli“g:‘ation, ICMP flood, TCP SYN flood, TCP ACK flood, CLDAP

Top 10 Vertical Industries Under Attack
Wired Telecommunications Carriers; Data Processing Hosting and Related

E M E A N | Services; Internet Publishing and Broadcasting and Web Search Portals;

Electronic Computer Manufacturing; Electronic Shopping and Mail-Order
Houses; Wireless Telecommunications Carriers (except Satellite); All Other
Telecommunications; Software Publishers; Colleges Universities and

— 2,004,044 Attacks —
— ~1.5 Tbps Max Bandwidth —
APAC

— 1,186,398 Attacks -
— ~1 Tbps Max Bandwidth —
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Regional Attack Trends — 2H 2021

NAMER
> -24% Frequency

@ rpac O Latam @ emea @ NAMER

LATAM | A

Attack Frequency
1,267,666 (+7%)

Max Attack Size

» -2% Frequency

Max Throughput
22233 Mpps (-53%)

Average Duration
50 Minutes (-19%)
Top 5 Vectors
TCP SYN Flood, TCP ACK Flood, TCP RST Flood, DNS Amplification, TCP SV
Amplification

Top 10 Vertical Industries Under Attack

O Wired Telecommunications Carriers, Data Processing Hosting and Related Services,
- 0 re u e ' I ( : Wireless Telecommunications Carriers (except Satellite), Electronic Shopping and Mail-
Order Houses, Electronic Computer Manufacturing, All Other Telecommunications, Internet

Publishing and Broadcasting and Web Search Portals, Telecommunications Resellers,

Marketing Consulting Services, Electronics Stores

NETSCOUT

» Likely related to geo-political events
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Multi-Vector Attacks by Region

APAC @ EMEA @ LATAM @ NAMER

2H 2021

1H 2021

2H 2020

1H 2020

2H 2019

1H 2019

2H 2018

1H 2018

2H 2017

1H 2017

|
40 50 60 70

Maximum Vector Count in a DDoS Attack
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BotNet Analysis




Meris
Botnet Snapshot

Current Nodes: ~2,000

First Seen: Peak Active: ~4,800
Attacks: ~4,000

Max Attack Size: ~337 Gbps
Average Size: ~7 Gbps

Uses HTTP-Pipelining
High-powered MikroTik routers
Launched Notable attacks against websites

Approximately 17M request-per-second peak
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Dvinis
Botnet Snapshot

Current Nodes: ~24,000
First Seen: Peak Active Nodes: ~24,000

SEPLEMDEr 2021 | ot som ~ssss

Average Size: ~3 Gbps

» High-powered MikroTik routers

Increase in botted nodes since we started tracking
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GitMirai
Botnet Snapshot

Current Nodes: ~3,800

First Seen: Peak Active Nodes: ~3,800
Attacks: ~16,000

Max Attack Size: ~694 Gbps
Average Size: ~5.4 Gbps

» Exploits CVE-2021-22205 to compromise GitLab servers
* Incorporated the exploit into a Mirai code branch

« Capable of launching very high throughput attacks
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Conclusion




Conclusion — DDoS in a Pandemic

2021 — fewer number of attacks compared to 2020 albeit a ~14%
growth over 2019

H2 2021 saw a drop in Attack Numbers compared to H1
 Relaxation of Covid restrictions / Return to the office 7?77

Attackers are leveraging new methodologies (TLS)
with High Powered Router and Server Botnets

Slight Decrease in the use of Reflection Amplification Attacks




Conclusion — DDoS in a Pandemic

« Statistically attack numbers were lower

* Nothing has Changed Significantly — DDoS is here to stay




Questions (and Free Stuff)
AUSTRALIA DDOS SUMMARY

2021 v

ISSUE 8: FINDINGS FROM 2ND HALF 2021
Highlights: : B R

https://horizon.netscout.com/
https://netscout.com/threatreport

MTSC OUT's ASERT Cybersecurity Blog =
Stay up to date with NETSCOUT's ATLAS Security Engineering and Response Team (ASERT) research.

Subscribe to the Blog

https://netscout.com/asert D
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