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NZNOG 



© The University of Waikato • Te Whare Wānanga o Waikato 

NZNOG 

Is there a nice open source solution out 
there for this? (I haven't found one yet) Are 
people putting their heads in the sand and 
praying they never get served a warrant? Is 
everyone just shelling out hundreds of 
thousands of dollars on a vendor LI 
solutions? 
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NZNOG 

Most people I've talked to are a bit 
surprised at ETSI now being required 
and most people were just assuming they are 
compliant by being able to 
offer pcaps on demand. 
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NZNOG 

Perhaps some collaboration here would be 
useful, if others are looking at their own 
implementations of this stuff?  
.... 
if someone is or is thinking about writing 
some software or something then 
collaboration seems like a good idea. 
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History  

•  Waikato Internet Traffic Storage (WITS) 
•  Collection of network traffic header traces. 

–  Anonymised 
–  GPS synchronised 
–  DAG statistics  
–  Publicly available (WAND and RIPE NCC) 
–  New Zealand Universities and ISPs 

•  Uses WAND Developed software 
•  Our best known research activity 

–  “Waikato Network Traces” ~10k hits on Google 
Scholar 
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Passive Measurement Research - examples 

 “Sneaking Past the Firewall: Quantifying the Unexpected Traffic on Major TCP and UDP Ports” 
ACM Internet Measurement Conference IMC 2016 

“Measuring the Impact of the Copyright Amendment Act on New Zealand Residential DSL 
Users”  ACM Internet Measurement Conference IMC 2012 

“Libtrace: a packet capture and analysis library” ACM Computer Communications Review, 
Volume 42 Issue 2, April 2012 

“Application Flow Control in YouTube Video Streams”  ACM Computer Communications 
Review (CCR) Vol 41 Number 2, April 2011 

“Analysis of Long Duration Traces” ACM Computer Communication Review. Volume 35, Issue , 
January 2005 
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Current Passive Capture 
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Sponsors 
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Project 
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Standards 
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Libtrace 
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OpenLI - Architecture 
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OpenLI Status 
●  Feature complete to initial spec 
●  Tested with NZ Police 
●  In “production” with at least two ISPs 

 

●  Current work 
○  Performance testing 
○  Bug fixing 
○  Documentation 
○  Release - GPL 
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•  WAND 

–  https://wand.net.nz 
 
•  Libtrace 

–  https://research.wand.net.nz/software/libtrace.php 
 

•  OpenLI 
–  https://openli.nz 

 


