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RFC 2328 Appendix D 

“A simple risk analysis would suggest 

that an ideal attack target of minimal 
cost but maximal disruption is the core 

routing infrastructure.”  
RFC4948 – August 2007 
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Confidentiality  

Integrity  

Availability  

OSPF 
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“It is a common misconception that 

because OSPFv2 specifies MD5 as the 
hashing function, it is fundamentally 

insecure.”  
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OSPF MD5 Key Recommendation 

Character Set Length 

Alphabetic 14 

Alphanumeric 14 

Printable 13 

Binary 10 

Shared Secret Complexity is Important 

Complex with 
sufficient length  

1 Year  

Dictionary word  1 Second 

It’s a HMAC, the 
input changes 

Only 470,000 words 
and Computers are 

fast 

Why? 
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