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Introduction linef

A Network scalability in a broadband sub

A Real world
Challenges

Solutions

A Every SP has specific constraints
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A Problem ? Where ?

A Solution to scaling networks is
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A However, must consider...
A Realworld constraints
A Factors outside of our control

A Commercial Realit{M
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>15 Gbps IP

> 230k BB users
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A Scalability in the context of......
A Authentication

A Address Allocation

A Accounting

A Bandwidth
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A Requirements and constraints
A Authenticate all BB users in a State within 5 minutes
A 75,000 users in a PoOPA 250 sessions/sec
A Maintain RADIUS technology

A No manual intervention
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A Several optimisations required to achieve customer authentication
goal

A Reduce belligerent auth requests
A RADIUS transaction efficiency
A Extended radius source ports

A Local address assignment
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Reduction of belligerent authentication requests

A Around 200K nonsensical accessejects per day
A Deployment of PPP connection throttling

A Acts as DoS protection

A e.g. after 3 failed authentication requests in 60 seconds,
BRAS ignores that user for 5 minutes

A Future implementations will eliminate this issue altogethey 2
stage approach
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A Several optimisations required to achieve customer authentication
goal

V Reduce belligerent auth requests
A RADIUS transaction efficiency
A Extended radius source ports

A Local address assignment
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Radius transaction efficiency

A Originally there was a significant quantity of peiser information
being sent in authorisation transaction

A QoS policiesd many flavours
A Filters 8 standard bogon + usesselectable

A Aim to reduce quantity of information sent from RADIUS to BRAS
by using locally defined policies.
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ip access-list extended BogonFilterin
remark *** Deny Bogons ***

ip 0.0.0.0 0.255.255.255 any

ip 10.0.0.0 0.255.255.255 any
ip 127.0.0.0 0.255.255.255 any
ip 169.254.0.0 0.0.255.255 any
ip 172.16.0.0 0.15.255.255 any
ip 192.0.2.0 0.0.0.255 any

ip 192.168.0.0 0.0.255.255 any
ip 224.0.0.0 31.255.255.255 any
ip any 0.0.0.0 0.255.255.255

ip any 10.0.0.0 0.255.255.255

ip any 127.0.0.0 0.255.255.255
ip any 169.254.0.0 0.0.255.255
ip any 172.16.0.0 0.15.255.255
ip any 192.0.2.0 0.0.0.255

ip any 192.168.0.0 0.0.255.255
ip any 224.0.0.0 31.255.255.255

permit ip any any

BRAS

ACL sent for
every user

No ACL config
on BRAS

ip access-list extended BogonFilterin
remark ** Deny Bogons ***

deny ip 0.0.0.0 0.255.255.255 any
deny ip 10.0.0.0 0.255.255.255 any
deny ip 127.0.0.0 0.255.255.255 any
deny ip 169.254.0.0 0.0.255.255 any
deny ip172.16.0.0 0.15.255.255 any
deny ip 192.0.2.0 0.0.0.255 any

deny ip 192.168.0.0 0.0.255.255 an
deny ip 224.0.0.0 31.255.255.255
deny ip any 0.0.0.0 0.255.255.255
deny ip any 10.0.0.0 0.255.255.25!
deny ip any 127.0.0.0 0.255.255.2!
deny ip any 169.254.0.0 0.0.255.25!
deny ip any 172.16.0.0 0.15.255.255
deny ip any 192.0.2.0 0.0.0.255

deny ip any 192.168.0.0 0.0.255.255
deny ip any 224.0.0.0 31.255.255.255
permit ip any any

ip access-list extended BogonFilterin
remark *** Deny Bogons **

deny ip 0.0.0.0 0.255.255.255 any
deny ip 10.0.0.0 0.255.255.255 any
deny ip 127.0.0.0 0.255.255.255 any
deny ip 169.254.0.0 0.0.255.255 any
deny ip 172.16.0.0 0.15.255.255 any
deny ip 102.0.2.0 0.0.0.255 any

deny ip 192.168.0.0 0.0.255.255 a)
deny ip 224.0.0.0 31.255.255.255,
deny ip any 0.0.0.0 0.255.255.25!
deny ip any 10.0.0.0 0.255.255.2!
deny ip any 127.0.0.0 0.255.255.2!
deny ip any 169.254.0.0 0.0.255.25!
deny ip any 172.16.0.0 0.15.255.255
deny ip any 192.0.2.0 0.0.0.255

deny ip any 192.168.0.0 0.0.255.255
deny ip any 224.0.0.0 31.255.255.255
permit ip any any
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ip access-list extended BogonFilterin
remark *** Deny Bogons ***

deny ip 0.0.0.0 0.255.255.255 any
deny ip 10.0.0.0 0.255.255.255 any
deny ip 127.0.0.0 0.255.255.255 any

deny ip 169.254.0.0 0.0.255.255 any
deny ip 172.16.0.0 0.15.255.255 any
deny ip 192.0.2.0 0.0.0.255 any

deny ip 192.168.0.0 0.0.255.255 any

deny ip 224.0.0.0 31.255.255.255
deny ip any 0.0.0.0 0.255.255.255
deny ip any 10.0.0.0 0.255.255.25¢
deny ip any 127.0.0.0 0.255.255.2¢
deny ip any 169.254.0.0 0.0.255.25
deny ipany 172.16.0.0 0.15.255.255
deny ipany 192.0.2.0 0.0.0.255

deny ip any 192.168.0.0 0.0.255.255
deny ip any 224.0.0.0 31.255.255.255
permit ip any any

ip access-list extended BogonfFilterin
remark *** Deny Bogons ***

deny ip 0.0.0.0 0.255.255.255 any
deny ip 10.0.0.0 0.255.255.255 any
deny ip 127.0.0.0 0.255.255.255 any

joe user: ip:inacl = AFilter#10
bob user: ip:inacl = AFilter#20

deny ip 169.254.0.0 0.0.255.255 any
deny ip 172.16.0.0 0.15.255.255 any
deny ip 192.0.2.0 0.0.0.255 any
deny ip 192.168.0.0 0.0.255.255 ay

. ip access-list extended BogonFilterin m o 000 6 25t 25t e
] d 10.0.0.0 0.255.255.2!
Onl y filter remark *** Deny Bogons *** iy by ionoo0as o
i d 169.254.0.0 0.0.255.25!
deny p 0.0.0.0 0.255.255.255 any a§2§ :S :3 172.16.0.0 0.15.255.255

deny ip 10.0.0.0 0.255.255.255 any deny fpany 192020000255

Names are deny ip 127.0.0.0 0.255.255 255 any doy iy Lo21090000 285255

deny ip 169.254.0.0 0.0.255.255 any permt &y

d f A d deny ip 172.16.0.0 0.15.255.255 any

e I n e O n deny ip 192.0.2.0 0.0.0.255 any

. deny ip 192.168.0.0 0.0.255.255 any

rad I u S deny ip 224.0.0.0 31.255.255.255 any
deny ip any 0.0.0.0 0.255.255.255

A C I_ S d ef| N ed deny ip any 10.0.0.0 0.255.255.255

deny ip any 127.0.0.0 0.255.255.255
deny ip any 169.254.0.0 0.0.255.255
on B RA S deny ip any 172.16.0.0 0.15.255.255
deny ip any 192.0.2.0 0.0.0.255
deny ip any 192.168.0.0 0.0.255.255

deny ip any 224.0.0.0 31.255.255.255
permit ip any any
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A Several optimisations required to achieve customer authentication
goal

V Reduce belligerent auth requests
V RADIUS transaction efficiency
A Extended radius source ports

A Local address assignment
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Extended radius source ports

A By default, a single source port (1645) is used by the BRAS for alll
authentication requests

A Max 256 access requests can be outstanding at any one time

AUTH: Duplicate authentication request id=12 already in progress
CHAP: I RESPONSE 1d 12 len 28 from "Jjoeuser”

AUTH: Duplicate authentication request id=12 already in progress
CHAP: I RESPONSE id 12 len 28 from "joeuser”

AUTH: Duplicate authentication request id=12 already in progress




Authentication

A Use extended radius source ports 216421844

A BRAS cycles sequentially through source ports

A Now have 200*256 authentication requests in progress




