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ÁNetwork scalability in a broadband subscriber environment

ÁReal world 

Challenges

Solutions

ÁEvery SP has specific constraints

YMMV
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ÁProblem ? Where ?

ÁSolution to scaling networks is 

easy.....

ÁSimply throw more resources at it
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ÁHowever, must consider...

ÁReal-world constraints

ÁFactors outside of our control

ÁCommercial RealityTM
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ÁDefinition of òscaleó in an iiNet context

> 230k BB users >15 Gbps IP
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ÁScalability in the context of......

ÁAuthentication

ÁAddress Allocation

ÁAccounting

ÁBandwidth
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ÁRequirements and constraints

ÁAuthenticate all BB users in a State within 5 minutes

Á75,000 users in a PoP Ą 250 sessions/sec

ÁMaintain RADIUS technology

ÁNo manual intervention
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ÁSeveral optimisations required to achieve customer authentication 

goal

ÁReduce belligerent auth requests

ÁRADIUS transaction efficiency

ÁExtended radius source ports

ÁLocal address assignment
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Reduction of belligerent authentication requests

ÁAround 200K nonsensical access-rejects per day

ÁDeployment of PPP connection throttling

ÁActs as DoS protection

Áe.g. after 3 failed authentication requests in 60 seconds, 

BRAS ignores that user for 5 minutes

ÁFuture implementations will eliminate this issue altogether ð2 

stage approach
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ÁSeveral optimisations required to achieve customer authentication 

goal

VReduce belligerent auth requests    

ÁRADIUS transaction efficiency

ÁExtended radius source ports

ÁLocal address assignment



11

Radius transaction efficiency

ÁOriginally there was a significant quantity of per-user information 

being sent in authorisation transaction

ÁQoS policies ðmany flavours

ÁFilters ðstandard bogon + user-selectable

ÁAim to reduce quantity of information sent from RADIUS to BRAS 

by using locally defined policies.
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RADIUS BRAS

ip access-list extended BogonFilterIn

 remark *** Deny Bogons ***

 deny   ip 0.0.0.0 0.255.255.255 any

 deny   ip 10.0.0.0 0.255.255.255 any

 deny   ip 127.0.0.0 0.255.255.255 any

 deny   ip 169.254.0.0 0.0.255.255 any

 deny   ip 172.16.0.0 0.15.255.255 any

 deny   ip 192.0.2.0 0.0.0.255 any

 deny   ip 192.168.0.0 0.0.255.255 any

 deny   ip 224.0.0.0 31.255.255.255 any

 deny   ip any 0.0.0.0 0.255.255.255

 deny   ip any 10.0.0.0 0.255.255.255

 deny   ip any 127.0.0.0 0.255.255.255

 deny   ip any 169.254.0.0 0.0.255.255

 deny   ip any 172.16.0.0 0.15.255.255

 deny   ip any 192.0.2.0 0.0.0.255

 deny   ip any 192.168.0.0 0.0.255.255

 deny   ip any 224.0.0.0 31.255.255.255

 permit ip any any

ip access-list extended BogonFilterIn

 remark *** Deny Bogons ***

 deny   ip 0.0.0.0 0.255.255.255 any

 deny   ip 10.0.0.0 0.255.255.255 any

 deny   ip 127.0.0.0 0.255.255.255 any

 deny   ip 169.254.0.0 0.0.255.255 any

 deny   ip 172.16.0.0 0.15.255.255 any

 deny   ip 192.0.2.0 0.0.0.255 any

 deny   ip 192.168.0.0 0.0.255.255 any

 deny   ip 224.0.0.0 31.255.255.255 any

 deny   ip any 0.0.0.0 0.255.255.255

 deny   ip any 10.0.0.0 0.255.255.255

 deny   ip any 127.0.0.0 0.255.255.255

 deny   ip any 169.254.0.0 0.0.255.255

 deny   ip any 172.16.0.0 0.15.255.255

 deny   ip any 192.0.2.0 0.0.0.255

 deny   ip any 192.168.0.0 0.0.255.255

 deny   ip any 224.0.0.0 31.255.255.255

 permit ip any any

ip access-list extended BogonFilterIn

 remark *** Deny Bogons ***

 deny   ip 0.0.0.0 0.255.255.255 any

 deny   ip 10.0.0.0 0.255.255.255 any

 deny   ip 127.0.0.0 0.255.255.255 any

 deny   ip 169.254.0.0 0.0.255.255 any

 deny   ip 172.16.0.0 0.15.255.255 any

 deny   ip 192.0.2.0 0.0.0.255 any

 deny   ip 192.168.0.0 0.0.255.255 any

 deny   ip 224.0.0.0 31.255.255.255 any

 deny   ip any 0.0.0.0 0.255.255.255

 deny   ip any 10.0.0.0 0.255.255.255

 deny   ip any 127.0.0.0 0.255.255.255

 deny   ip any 169.254.0.0 0.0.255.255

 deny   ip any 172.16.0.0 0.15.255.255

 deny   ip any 192.0.2.0 0.0.0.255

 deny   ip any 192.168.0.0 0.0.255.255

 deny   ip any 224.0.0.0 31.255.255.255

 permit ip any any

ip access-list extended BogonFilterIn

 remark *** Deny Bogons ***

 deny   ip 0.0.0.0 0.255.255.255 any

 deny   ip 10.0.0.0 0.255.255.255 any

 deny   ip 127.0.0.0 0.255.255.255 any

 deny   ip 169.254.0.0 0.0.255.255 any

 deny   ip 172.16.0.0 0.15.255.255 any

 deny   ip 192.0.2.0 0.0.0.255 any

 deny   ip 192.168.0.0 0.0.255.255 any

 deny   ip 224.0.0.0 31.255.255.255 any

 deny   ip any 0.0.0.0 0.255.255.255

 deny   ip any 10.0.0.0 0.255.255.255

 deny   ip any 127.0.0.0 0.255.255.255

 deny   ip any 169.254.0.0 0.0.255.255

 deny   ip any 172.16.0.0 0.15.255.255

 deny   ip any 192.0.2.0 0.0.0.255

 deny   ip any 192.168.0.0 0.0.255.255

 deny   ip any 224.0.0.0 31.255.255.255

 permit ip any any

ip access-list extended BogonFilterIn

 remark *** Deny Bogons ***

 deny   ip 0.0.0.0 0.255.255.255 any

 deny   ip 10.0.0.0 0.255.255.255 any

 deny   ip 127.0.0.0 0.255.255.255 any

 deny   ip 169.254.0.0 0.0.255.255 any

 deny   ip 172.16.0.0 0.15.255.255 any

 deny   ip 192.0.2.0 0.0.0.255 any

 deny   ip 192.168.0.0 0.0.255.255 any

 deny   ip 224.0.0.0 31.255.255.255 any

 deny   ip any 0.0.0.0 0.255.255.255

 deny   ip any 10.0.0.0 0.255.255.255

 deny   ip any 127.0.0.0 0.255.255.255

 deny   ip any 169.254.0.0 0.0.255.255

 deny   ip any 172.16.0.0 0.15.255.255

 deny   ip any 192.0.2.0 0.0.0.255

 deny   ip any 192.168.0.0 0.0.255.255

 deny   ip any 224.0.0.0 31.255.255.255

 permit ip any any

ip access-list extended BogonFilterIn

 remark *** Deny Bogons ***

 deny   ip 0.0.0.0 0.255.255.255 any

 deny   ip 10.0.0.0 0.255.255.255 any

 deny   ip 127.0.0.0 0.255.255.255 any

 deny   ip 169.254.0.0 0.0.255.255 any

 deny   ip 172.16.0.0 0.15.255.255 any

 deny   ip 192.0.2.0 0.0.0.255 any

 deny   ip 192.168.0.0 0.0.255.255 any

 deny   ip 224.0.0.0 31.255.255.255 any

 deny   ip any 0.0.0.0 0.255.255.255

 deny   ip any 10.0.0.0 0.255.255.255

 deny   ip any 127.0.0.0 0.255.255.255

 deny   ip any 169.254.0.0 0.0.255.255

 deny   ip any 172.16.0.0 0.15.255.255

 deny   ip any 192.0.2.0 0.0.0.255

 deny   ip any 192.168.0.0 0.0.255.255

 deny   ip any 224.0.0.0 31.255.255.255

 permit ip any any

ACL sent for 

every user

No ACL config 

on BRAS
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RADIUS BRAS

ip access-list extended BogonFilterIn

 remark *** Deny Bogons ***

 deny   ip 0.0.0.0 0.255.255.255 any

 deny   ip 10.0.0.0 0.255.255.255 any

 deny   ip 127.0.0.0 0.255.255.255 any

 deny   ip 169.254.0.0 0.0.255.255 any

 deny   ip 172.16.0.0 0.15.255.255 any

 deny   ip 192.0.2.0 0.0.0.255 any

 deny   ip 192.168.0.0 0.0.255.255 any

 deny   ip 224.0.0.0 31.255.255.255 any

 deny   ip any 0.0.0.0 0.255.255.255

 deny   ip any 10.0.0.0 0.255.255.255

 deny   ip any 127.0.0.0 0.255.255.255

 deny   ip any 169.254.0.0 0.0.255.255

 deny   ip any 172.16.0.0 0.15.255.255

 deny   ip any 192.0.2.0 0.0.0.255

 deny   ip any 192.168.0.0 0.0.255.255

 deny   ip any 224.0.0.0 31.255.255.255

 permit ip any any

ip access-list extended BogonFilterIn

 remark *** Deny Bogons ***

 deny   ip 0.0.0.0 0.255.255.255 any

 deny   ip 10.0.0.0 0.255.255.255 any

 deny   ip 127.0.0.0 0.255.255.255 any

 deny   ip 169.254.0.0 0.0.255.255 any

 deny   ip 172.16.0.0 0.15.255.255 any

 deny   ip 192.0.2.0 0.0.0.255 any

 deny   ip 192.168.0.0 0.0.255.255 any

 deny   ip 224.0.0.0 31.255.255.255 any

 deny   ip any 0.0.0.0 0.255.255.255

 deny   ip any 10.0.0.0 0.255.255.255

 deny   ip any 127.0.0.0 0.255.255.255

 deny   ip any 169.254.0.0 0.0.255.255

 deny   ip any 172.16.0.0 0.15.255.255

 deny   ip any 192.0.2.0 0.0.0.255

 deny   ip any 192.168.0.0 0.0.255.255

 deny   ip any 224.0.0.0 31.255.255.255

 permit ip any any

ip access-list extended BogonFilterIn

 remark *** Deny Bogons ***

 deny   ip 0.0.0.0 0.255.255.255 any

 deny   ip 10.0.0.0 0.255.255.255 any

 deny   ip 127.0.0.0 0.255.255.255 any

 deny   ip 169.254.0.0 0.0.255.255 any

 deny   ip 172.16.0.0 0.15.255.255 any

 deny   ip 192.0.2.0 0.0.0.255 any

 deny   ip 192.168.0.0 0.0.255.255 any

 deny   ip 224.0.0.0 31.255.255.255 any

 deny   ip any 0.0.0.0 0.255.255.255

 deny   ip any 10.0.0.0 0.255.255.255

 deny   ip any 127.0.0.0 0.255.255.255

 deny   ip any 169.254.0.0 0.0.255.255

 deny   ip any 172.16.0.0 0.15.255.255

 deny   ip any 192.0.2.0 0.0.0.255

 deny   ip any 192.168.0.0 0.0.255.255

 deny   ip any 224.0.0.0 31.255.255.255

 permit ip any any

ACLs defined

on BRAS

joe user: ip:inacl = ñFilter#1ò

bob user: ip:inacl = ñFilter#2ò

Only filter 

names are 

defined on 

radius
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ÁSeveral optimisations required to achieve customer authentication 

goal

VReduce belligerent auth requests    

VRADIUS transaction efficiency

ÁExtended radius source ports

ÁLocal address assignment
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Extended radius source ports

ÁBy default, a single source port (1645) is used by the BRAS for all 

authentication requests

ÁMax 256 access requests can be outstanding at any one time
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ÁUse extended radius source ports 21645-21844

ÁBRAS cycles sequentially through source ports

ÁNow have 200*256 authentication requests in progress


