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whoami
“I don’t know who you are. I don’t know what you want. If 

you’re looking for ransom, I can tell you I don’t have money; but 
what I do have are a very particular set of skills; skills I have 

acquired over a very long career; skills that make me a nightmare 
for people like you”

- Bryan Mills



So how did we get here?
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What about the Metadata?

• Suggested by the AFP/AG in 
2012

• Came in to being in 2015
• CSP’s could defer until 4/17
• $128m / 180 CSP’s (~300) Using 

this methodology
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Context
You take the blue pill, the story ends. You wake up in your bed and 
believe whatever you want to believe. You take the red pill, you stay 
in Wonderland, and I show you how deep the rabbit hole goes

-Morpheus

Lawful Intercept Data Retention



"When I use a word," Humpty Dumpty said, in rather a scornful tone, 
"it means just what I choose it to mean - neither more nor less.” 

-Lewis Carrol

CLOUD

GOVERNANCE

METADATA

Artificial
Intelligence

ARCHITECTURE

BIG DATA

CYBER

RISK

ART LOVE

MEDICINE

THREAT INTEL

WHAT IS
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Is it a Honeypot for Hackers?



Source & 
Destination

Identifiers, 
including 
forwarding, 
routing, xfer
• FNN
• IP
• IMEI
• IMSI
• Username

Time Date 
Duration

• Start
• End
• Time zone

Service Type

• Internet
• Wi-Fi
• Voice
• SMS

• (The amount 
of data 
uploaded and 
downloaded by 
the subscriber)

Location
(at start and end of 
communication)

• Cell towers
• Wi-Fi 

hotspot

Subscriber 
Information

• Name
• Address
• Billing and 

contact 
information

What Metadata is Metadata



Passwords, 
PINs, secret 
questions or 
token codes, 
which are 
used for 
authentication 
purposes.

Billing 
Information 
for  Free 
Services

• Start
• End
• Time zone

Content of 
Communication

• Internet
• Wi-Fi
• Voice
• SMS

Ongoing 
Location

• Cell towers
• Wi-Fi 

hotspot

Web Browsing 
History

• URL’s
• IP’s
• Cookies

What Metadata is NOT Metadata



So I was interested to know how secure these ‘hacker honeypot’s’ are:

?

Survey the Industry

Submit FOI Requests

Survey the Recipients

Technical Assessment

X

X

X

X

X

X

I asked 10 Separate Infosec 
Consultancies

Appendix 2 - Summary of total 
project expenditure - Again

The Current Measures part of 
the Statement of work Documents

I carried out a survey using AusNOG
Mailing List

I Leveraged Hivint’s VRA Tool

Appendix 2 - Summary of total 
project expenditure



Phone a Friend



FOI Requests



S22. Irrelevant Materiel

S33. National Security
“Disclosure of this material could 
reasonably be expected to cause 

damage to the security of the 
commonwealth“

FOI Requests





So I did a Survey…



The VRA Tool



40.46% 42.77% 15.03% 1.73% 

$58,200,380.00 $59,126,607.00

$8,770,651.00

$1,278,449.00

A B C D

The VRA Tool



#TinDerpDerp
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You Totally Need a VPN
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Telco’s were already collecting this info
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My Data is Private
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It’s all about National Security
Crime # Requests 15/16

1 Illicit Drugs 57,166.00
2 Homicide 25,245.00
3 Miscallanious 12,716.00
4 Robbery 11,795.00
5 Fraud 11,282.00
6 Theft 10,347.00
7 Abduction 10,047.00
8 Unlawful Entry 9,521.00
9 Acts Injury 9,480.00

10 Sexual Assalt 9,397.00
11 Weapons 6,864.00
12 Loss of Life 6,237.00
13 Bribery or Corruption 6,146.00
14 ACC Investigation 5,973.00
15 Property Damage 4,956.00
16 Cybercrime 4,482.00
17 Terrorism 4,454.00
18 Dangerous Acts 4,359.00
19 Organised Offences 4,048.00
20 Serious Damage 2,288.00
21 Justice Proceedures 1,328.00
22 Traffic 763.00
23 Pecunary Penalty 407.00
24 Conspire 398.00
25 Public Order Offences 181.00
26 People Smuggling 153.00
27 Public Revenue 85.00
28 Cartel Offences 57.00

Total 427164
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There are safeguards in place
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It’s pointless because <Technology>

• WhatsApp, iMessage, Signal, Facebook 
Messenger etc.

• TOR
• VPN’s
• Google QUIC
• Apples Wifi Assist
• Gmail
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Metadata is more useful than content
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It’s not Personal Identifiable Information

In 2013 such a breach notification scheme was recommended by 
the Parliamentary Joint Committee on Intelligence and Security, 
and then again was recommended in February 2015 by the 
committee in response to the inquiry into the data retention bill.

The telecom data retention laws were passed with a provision 
making it very clear that data that is required to be kept under the 
new data retention provisions is to be considered ‘personal 
information’ under the Privacy Act
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It will bankrupt the ISP’s
• PWC priced this at between $118 and $319m
• The communications Alliance came up with $319m
• iiNet said it would add AU$130 to every customer's internet 

bill every year.
• Brandis said between $1.83 and $6.12 (but wont supply the 

breakdown)
• The Govt supplied 128m (But didn’t release these funds 

until Sept 2016)  
• The Australian National Audit Office (ANAO) is mulling an 

audit of the government’s Data Retention Industry Grants 
Program.

• Nobody has mentioned the fact that CSP’s can charge the 
agencies for satisfying these requests, and Telstra are 
offering it to Individuals starting at $40.

• The TIA Report put the industry's capital costs at closer to 
$200 million



Conclusions
• Talks like this are best delivered after a really big night out
• New laws do not give the police any more powers
• Don’t buy in to the Hype, It doesn't include your browsing data, geolocation data, but
• I believe carriers may have been collecting and selling that to some extent for years.. and
• Some of the 300 odd CSP’s will get compromised…
• Customers  will find out about breaches (Due to Breach Notification laws) and many smaller 

ISP’S will end up being acquired by larger ISP’s as a result.
• As for the use of Metadata, It’s being misused, it’s always been misused and it will continue 

be misused, but the scale of misuse is probably insufficient to abandon the entire concept.  
More work needs to be done here (The Commonwealth Ombudsman report is a good step). 

• A final point about the context of this information….



How much do ‘they’ know about you?

Your Partner
Your Parents

Your ISP
Aus Government

Fitness Trackers

Mass Transit Cards

Store Loyalty

And this is what worries you ? ->
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Thankyou

@ericpink
eric@hivint.com
misterpink@gmail.com


