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Overview

The problem with Internet routing security

What is Resource Certification?
— Definition

— How it works

— Potential use

How Resource Certificates can be used to secure
routing

— Signing routing attestations

— Digital signature validation with resource certificates

Conclusion
Q&A
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INTERNET ROUTING
SECURITY PROBLEM
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Why is routing security important to
you?

* Routing was built on 'trust’' models
— My network trusts your network to exchange traffic
— Not much verification/validation other than checking whois and
routing registries
« Corrupting the routers' forwarding tables can result in

— Misdirecting traffic (subversion, denial of service, traffic
inspection, passing off)

— Dropping traffic/network isolation

— Adding false addresses into the routing system

* You have a responsibility
— Business now conduct more and more transactions online
— Your clients need your protection
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- Take a minute to save millions in vendor lock-in costs.
= f Watch our Choice & Flexibility video now =

NETwoanonln News | Blogs & Columns | Subscriptions | Videos | Events | More -, Search

Security | LANs & WANs | VoIP | Infrastructure Mgmt | Wireless | Software = Data Center = SMB | Careers = Toolshed Communities v =

m

Anti-Malware | Compliance & Regulation | Desktop Firewall / Host IPS | Enterprise Firewall/UTM | IDS/IPS | NAC | Security Management | Whitepapers | Webcasts

Six worst Internet routing attacks e R R N |

How YouTube, Yahoo and others fell prey to router incidents and accidents

By Carolyn Duffy Marsan , Network World , 01/15/2009
Think you're protected?
£ shareiEmail | B Buzz up! 1001 Comment (2 Print Toolshed - IT AZA THINK AGAIN
Here's our list of the biggest security incidents involving the Internet's core routing protocol,
the Border Gateway Protocol. Some of these incidents were attacks; others were accidental Get the Outthink the Threat eBook now »

misconfigurations. But all of them disrupted traffic to Web sites or entire networks because of
incorrect routing messages being propagated across the Internet through BGP. (Read the
latest on U.S. government efforts to secure BGP, and about four open source BGP tools.)

Pakistan Telecom blocks YouTube ‘ SEE WHERE MALWARE m IBEgE
In February 2008, Pakistan Telecom inadvertently brought down the entire YouTube site ENINGHEALIES Securing Your Web Word

worldwide for fwo hours as it was attempting to restrict local access to the site. When Pakistan
Telecom tried to filter access to YouTube, it sent new routing information via BGP to PCCW,

. N . Most Read
an ISP in Hong Kong that propagated the false routing information across the Internet.
@ 40% of geeks surveyed really work fewer than ... say what?
ICANN puts root server at risk @ Juniper's answer to Cisco in the data center: Stratus Project
The Internet Corporation for Assigned Names and File Integrity Monitoring: Secure Your ® Gmail chat invaded by phishing scam
¢ . Virtual and Physical IT Environments : B ! g
Numbers (ICANN) screwed up in November 2007 Diitocd How @ Microsoft has big growth plans even as economy limps
when it rentimhered the NAMS ront cerver "l " that it @ Fiva fantactim anan eniirra tanle far Windnuus admine T
€ Internet | Protected Mode: On #,100% ~
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 How do you check that use of Internet

The Problem

resources Is legitimate?

“I’'m multi-homed. Please advertise my /24"

— "A spammer has hijacked 123.456.100.0/23.

Please null route them.”

— “That’s funny, | didn’t think that YouTube was

based in Pakistan... Should AS123 be
allowed to advertise their prefix?”
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Address and Routing Security

* The (very) basic routing security questions that
need to be answered are:
— |Is this a valid address prefix?

Valid:

That the prefix has been allocated through the address
distribution framework, and that this allocation sequence
can be demonstrated and validated
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Address and Routing Security

* The (very) basic routing security questions that
need to be answered are:
— |Is this a valid address prefix?
— Who advertised this address prefix into the network?

Who:

The route originator, identified by the origin AS of the
corresponding route object. The originating AS also should be
valid.
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Address and Routing Security

* The (very) basic routing security questions that
need to be answered are:
— |Is this a valid address prefix?
— Who advertised this address prefix into the network?

— Did they have the necessary credentials to advertise
this address prefix?

Credentials:

Can a link be established between the address holder and the
route originator such that the address holder has explicitly
authorized the originating AS?
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Address and Routing Security

* The (very) basic routing security questions that
need to be answered are:
— |Is this a valid address prefix?
— Who advertised this address prefix into the network?

— Did they have the necessary credentials to advertise
this address prefix?

— |s the advertised path authentic?

An authentic path:

A sequence of valid ASs that represents a transit path from the
current location to the prefix and/or A sequence of valid ASs
that represents the path of the routing update message
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RESOURCE CERTIFICATION
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Resource Certificates

e X.509 certificates with IP Address and AS
Number extensions (RFC3779)

» This changes the semantics of a
certificate from the conventional notion of
an identifying document (such as a
passport) into a rights holder (such as a
bearer bond)
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A Resource Certificate

* The holder of the corresponding private key has
a right-of-use over the resources listed in this
certificate

 CA Certificate:

— The right-of-use holder can issue subordinate
certificates (i.e. act as a local number registry and
Issue right-of-use certificates)

« EE Certificate

— The right-of-use holder can generate digital
signatures but cannot issue subordinate certificates

(i.e. end user)
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Validating Resource Certificates

« Same validation task as conventional |
certificates, with one additional validation check:

— The resources listed in a certificate must be a subset
of the resources listed in the certificate referenced in
the certificate’s AlA field

« Change in validation semantics
— From: Is this the key of the entity named “X”

— To: Is this the key of the entity who holds the current
right-of-use for IP address “X”
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Resource Certificate PKI

Intended for Public Use IP resources
Hierarchical PKI

Precisely follows the resource allocation
framework

— Each registry in the allocation hierarchy is a CA

— Each resource allocation is described in a Resource
Certificate

Trust Anchor is under discussion
— Relying party to choose
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Resource Certificates

Resource
Allocation IANA
Hierarchy

AFRINIC APNIC ARIN RIPE NCC LACNIC

LIR1  LIRZ2

ISP ISP ISP ISP ISP ISP ISP
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Resource Certificates

Resource

Allocation IANA

Hierarchy

AFRINIC RIPE NCC ARIN APNIC LACNIC

NIR1 NIR2

ISP ISP ISP ISP ISP ISP ISP
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Resource Certificates

Resource
Allocation

Subject: NIR2

Resources: 192.2.0.0/16
Key Info: <nir2-key-pub>
Signed: <apnic-key-priv>

IANA
HierarChy/N
Issuer: APNIC i
 ARIN  APNIC  LACNIC
|2 NRe \
ISP | |ISP ISP ISP4 ISP ISP ISP
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Resource Certificates

Resource
Allocation

HierarChy%N
lssuer: APNIC —

IANA

Subject: NIR2  ARIN  APNIC LACNIC
Resources: 192.2.0.0/1 4
Key Info: <nir2-key-pub> %

. _ L -
ssuer: NIR2 1 NIR2
Subject: ISP4
Resources: 192.2.200.0/24 —
Key Info: <isp4-key-pub> =
Signed: <nir2-key-priv> 1

ISP {ISP ISP ISP4 ISP ISP ISP
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Resource Certificates

Resource
Allocation IANA
HierarChy/N
Issuer: APNIC —
Subject: NIR2  ARIN  APNIC LACNIC
Resources: 192.2.0.0/1 /
Key Info: <nir2-key-pub> %
. _ . e .
ssuer: NIR2 1 NIR2
Subject: ISP4
Resources: 192.2.200.0/24 —
Key Info: <isp4- =
g Issuer: ISP4 } \
| Subject: ISP4-EE ey |SP4J ISP sp

Resources: 192.2.200.0/24 |
Key Info: <isp4-ee-key>
Signed: <isp4-key-priv>
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Potential Uses of
Resource Certificates

Securing Whois objects
Securing Internet Routing Registry objects
Secure Routing

Facilitating Resource Transfer functions
Source address validation mechanism
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HOW RESOURCE CERTIFICATES CAN BE
USED TO SECURE ROUTING
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Use it to sign routing attestations

Route Origin Authorizations (ROA)

— “l allow AS123 to announce prefix 10.0.0.0/8", signed
the holder of 10.0.0.0/8

Bogon Origin Attestation (BOA)

— “| attest that 10.10.10.0/24 and AS456 should never
be announced”, signed the holder of 10.10.10.0/24
and AS456

AS Adjacency Attestation Objects (AAO)

— “| attest that AS456 is adjacent to AS123 and
AS789", signed the holder of AS456

Other signed data
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Route Origination Authori
document

Resource

Allocation IANA

HIeW

AFRINIC | | RIPE NCC | | ARIN

e

NIR1

A

APNIC

\

Route Origination Authority
“ISP4 permits AS65000 to
originate a route for the prefix

192.2.200.0/24"

IC LACNIC
ISP ISP | ISP
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Signhed Objects

Resource

Allocation IANA

Hlew

AFRINIC | | RIPE NCC | | ARIN APNIC LACNIC
Route Origination Authority VﬁN
originate a route for the prefix
192.2.200.0/24”
Attachment: <isp4-ee-cert> 1 E\
Signed, | BRSP4 ISP || ISP ISP

4

ISP4 <isp4-ee-key-priv> 4




Asia Pacific Network Information Centre

I @ APNIC

Route Origination Authority -

Sighed Object Validation

Resource
Allocation IANA

AFRINIC | | RIPE NCC | | ARIN LACNIC

2>
T
<
O

Z
= | U
N

IIIIIIIS

“ISP4 permits AS65000 to
originate a route for the prefix
192.2.200.0/24”

Al

Attachment: <isp4-ee-cert>

Signed, 1. Did the matching private key sign this text?

\ I | [ 1 [ 1 \
ISP4 <isp4-ee-key-priv> F
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Sighed Object Validation

IANA

AFRINIC | | RIPE NCC | | ARIN

Route Origination Authority |-

“ISP4 permits AS65000 to

LACNIC

originate a route for the prefix
192.2.200.0/24”

Attachment: ‘<isp4-ee-cert>

2. Is this certificate valid? / J

ISP

ISP

| 1SP4 <isp4-ee-key-priv>
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Resource
Allocation IANA
Hierarchy

Signhed Object Validation

APNIC Trust Anchor

\%

AFRINIC

RIPE NCC | | ARIN LACNIC

Route Origination Authority e~

“ISP4 permits AS65000 to NIR2

Signed,

ISP4 <isp4-ee-ke 3. Is there a valid certificate path from a Trust Anchor

\
originate a route for the prefix
192.2.200.0/24”
Attachment: |<isp4-ee-cert> \Qﬁ
|

1D H 1CQD4A H 1D ‘ ‘ 1D ‘ ‘ 1D ‘

to this certificate?
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Signhed Object Validation

Resource

Allocation
Hierarchy

AFRINIC | RIPENCC | A9

Route Origination Authority

“ISP4 permits AS65000 to
originate a route for the prefix
192.2.200.0/24”

Attachment: <isp4-ee-cert>

Signed,
ISP4 <isp4-ee-key-priv>

Validation Outcomes

. ISP4 authorized this Authority

document

. 192.2.200.0/24 is a valid address,

derived from an APNIC allocation

. ISP4 holds a current right-of-use of

192.2 200.0/24

. A route object, where AS65000

originates an advertisement for the
address prefix 192.2.200.0/24, has
the explicit authority of ISP4, who is
the current holder of this address
prefix
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Conclusion

o Certification of IP Addresses and ASNSs
could help improve routing security by:

— Mapping the delegation hierarchy to a Public
Key Infrastructure hierarchy

— Enabling routing instructions to be signed and
validated by cryptographically secure
processes.
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APNIC ResCert Services

. Available through MyAPNIC
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Questions?

 BGP incidents/attack article
— http://www.networkworld.com/news/2009/011509-bgp-attacks.html

« Resource certification information
avallable at

— http://www.apnic.net/services/resource-cert/index.html

* |[ETF work

— Secured Inter-domain routing working group (sidr-wg)
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